Next Generation Citizen Portal

The Department of Technology services will build an ecosystem of related services that will
make up the Citizen Portal. More than an initiative to build a website that links out to the
existing agency services, the Citizen Portal is a group of services that are designed to work
together to simplify and consolidate duplicate functions for agencies with the goal of making it
much simpler for citizens to interact with state agencies. The Citizen Portal will have the
following key components:

e A website where users can log .
in and adjust preferences, see Citizen Portal
reminders and interact with the
state.

e A mobile application that can
be installed on mobile devices
such as phones and tablets. Mobile

e Automated and assisted R cation
helpdesk including chatbots
that quickly pinpoint where the Automated & Assisted
citizen may be unable to finish a Helpdesk
transaction. Live operators will
be able to access summary
information to more quickly
provide assistance because
they have immediate view into
the what services the customer
has been using.

e A centralized knowledge base
that is constantly being
enhanced to support online services.

e A notification system that will allow government services to remind citizens of
upcoming services such as vehicle renewals via text, email, and chat,

Knowledge Base

Notification System




Excerpts from SB 137

63F-3-103.5. Single sign-on citizen portal -- Creation.

164 (1) The department shall, in consultation with the entities described in Subsection (4).
165 design and create a single sign-on citizen portal that is:

166 (a) a web portal through which an individual may access information and services
167 described in Subsection (2), as agreed upon by the entities described in Subsection (4):
and

168 (b) secure, centralized, and interconnected.

169 (2) The department shall ensure that the single sign-on citizen portal allows an

170 individual, at a single point of entry, to:

171 (a) access and submit an application for:

172 (i) medical and support programs including:

173 (A) a medical assistance program administered under Title 26, Chapter 18, Medical
174  Assistance Act, including Medicaid;

175 (B) the Children's Health Insurance Program under Title 26, Chapter 40, Utah

176 Children's Health Insurance Act;

177 (C) the Primary Care Network as defined in Section 26-18-416;_and

178 (D) the Women, Infants, and Children program administered under 42 U.S.C. Sec.
179 1786;

180 (i) unemployment insurance under Title 35A, Chapter 4. Employment Security Act;
181 (i) workers' compensation under Title 34A, Chapter 2, Workers' Compensation Act;
182 (iv) employment with a state agency:

183 (v) a driver license or state identification card renewal under Title 53, Chapter 3,

184  Uniform Driver License Act;

185 (vi) a birth or death certificate under Title 26, Chapter 2, Utah Vital Statistics Act; and
186 (vii) a hunting or fishing license under Title 23, Chapter 19, Licenses, Permits, and
187 Tags:

188 (b) access the individual's:

189 (i) transcripts from an institution of higher education described in Section 53B-2-101;
190 (ii) immunization records maintained by the Utah Department of Health; and

191 (iii) previous years' tax filing information from the State Tax Commission;

192 (c) reqister the individual's vehicle under Title 41, Chapter 1a, Part 2, Registration,
193  with the Motor Vehicle Division of the State Tax Commission;

194 (d) file the individual's state income taxes under Title 59, Chapter 10, Individual

195 Income Tax Act;

196 (e) access information about positions available for employment with the state; and
197 (f) access any other service or information the department determines is appropriate
in

198 consultation with the entities described in Subsection (4).



https://le.utah.gov/~2019/bills/static/SB0137.html
http://le.utah.gov/UtahCode/SectionLookup.jsp?section=26-18-416&session=2019GS
http://le.utah.gov/UtahCode/SectionLookup.jsp?section=53b-2-101&session=2019GS

199 (3) The department shall develop the single sign-on citizen portal using an open
200 platform that:

201 (a) facilitates participation in the portal by a state entity; and

202 (b) allows for optional participation in the portal by a political subdivision of the state.
203 (4) In developing the single sign-on citizen portal, the department shall consult with:
204 (a) each state executive branch agency that administer a program, provides a service,
or

205 manages applicable information described in Subsection (2);
206 (b) the Utah League of Cities and Towns:

207 (c) the Utah Association of Counties; and
208 (d) other appropriate state executive branch agencies.
209 (5) The department shall ensure that the single sign-on citizen portal is fully

210 operational no later than January 1, 2025.

Rephrasing the Legislation:

It may be helpful as we break down the legislation into its required parts to restate the legislation
into a more readable format. The following is a close interpretation that the reader may find
more understandable:

Create a single sign-on citizen portal that is:
e A web portal through which an individual may access information and services
e secure, centralized, and interconnected.
e allows an individual to access and submit an applications for:
o medical and support programs including:
m Medicaid;
Children's Health Insurance Program (Chip)
Children's Health Insurance Act;
Primary Care Network
Women, Infants, and Children program (WIC)
Unemployment insurance
Workers' compensation
Employment with a state agency;
Driver license or state identification card renewal
Birth or death certificate
o Hunting or fishing license
e access the individual's:
o transcripts from an institution of higher education
o immunization records maintained by the Utah Department of Health;
o previous years' tax filing information from the State Tax Commission;
e register the individual's vehicle
e file the individual's state income taxes

o O O 0 O 0O O O O



e access information about positions available for employment with the state
e access any other service or information the department determines is appropriate in
consultation with the entities

Develop the single sign-on Citizen Portal using an open platform that:

e facilitates participation in the portal by a state entity; and

e allows for optional participation by a political subdivision of the state

o "Political subdivision" means a:
m county,

municipality,
school district,
community reinvestment agency,
local district,
special service district,
an entity created by an interlocal agreement
Interlocal Cooperation Act,
local building authority,
or any other governmental subdivision or public corporation

DTS should consult with

Each state executive branch agency described above
Utah League of Cities and Towns

Utah Association of Counties

Other appropriate state executive branch agencies

The single sign-on Citizen Portal is fully operational no later than January 1, 2025.

Defining the Citizen User

In order to build an effective portal, it is necessary to understand who the users of the system
may be. We need to answer questions like: What is a citizen of Utah? Who are they? What
needs do they have? When do they interact with government services?

These questions will be answered throughout this plan as well as Plan 7.

Many of the social services are focused on low income children and their parents or to
individuals with disabilities. Some services are only available to children. Some services are
beneficial to those entering the workforce along with those that are in the workforce and want to
stay in the workforce. Other services are only available to those over age 65.

Because many of these services are targeted at specific groups to the exclusion of other groups
it is highly unlikely that a single user will need all of the services at any single point in time.
There is likely no one in Utah that is a blind, pregnant, single mother over the age of 65 with



foster children that holds a driver license, a hunting license, and is an employee of the state. It
is much more likely that the majority of users may use two or three services with the state.
Because of this, the system should be customizable for each user so that the most relevant
services are easily found and displayed while unneeded services fade out of focus for each
user.

Single Sign-On

The starting point of centralizing a user’s services is to create a single account or profile for
each user that works across all government systems. DTS has already spent years moving
toward a single system for users to create a universal account that can be used across all
systems. To achieve this, the single account for each user would have a unique identification
number that each agency system can use to record each interaction that a user has. When a
user logs into any agency system connected by a Single Sign-On process, that system will be
able to record the same Utah.Gov user ID. This would allow the state to query multiple
systems about a user and provide to the user certificates, receipts and a history about what
services they have interacted with.

The single account will also simplify the experience for users who previously needed to create
multiple new accounts for each time they interact with a different agency. With a standard
sign-in, the main Utah.gov page as well as agency sites could use a standard header that
includes the ability to sign in and use their universal account.



Utah.gov Home Page—Citizen Portal Description
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Utah.gov Home Page—User Logged into Citizen Portal
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Utah.gov Home Page—Service Highlight
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Accessibility Policies

The Citizen Portal must comply with all of the state’s guidelines for web development and any
standards for security, privacy, accessibility, and usability. The portal’'s content must also meet
or exceed the state’s desired accessibility compliance and adhere to Section 508 and other
accessibility guidelines concerning government websites.

The state has an accessibility policy listed in a standard footer that links to:
https://www.utah.gov/accessibility.html DTS has augmented that policy with specific standards
and guides to help any group that is building services for the state that are further outlined at
https://dts.utah.gov/wp-content/uploads/UtahWebStandards-S4-013111.pdf

The Web Content Accessibility Guidelines (WCAG) were defined by The World Wide Web
Consortium (W3C), who is an international community that develops open standards to ensure
the long-term growth of the Web.


https://www.utah.gov/accessibility.html
https://dts.utah.gov/wp-content/uploads/UtahWebStandards-S4-013111.pdf
https://www.w3.org/TR/

The current standard, WCAG 2.1 is found at:
https://www.w3.org/ TR/IWCAG21/

https://www.w3.org/WAI/WCAG21/quickref/

Several layers of guidance are provided by WCAG including these principles and guidelines.

e Principles—Four principles that provide the foundation for Web accessibility:

o

o

o

o

perceivable
operable
understandable
robust

e Guidelines—Under the principles are 13 guidelines. The guidelines provide the basic
goals that authors should work toward in order to make content more accessible to users
with different disabilities. The guidelines are not testable, but provide the framework and
overall objectives to help authors understand the success criteria and better implement
the techniques.

13 WCAG Guidelines:

Text Alternatives: Provide text alternatives for any non-text content so that it
can be changed into other forms people need, such as large print, braille,
speech, symbols or simpler language.

Time-based Media: Provide alternatives for time-based media.

Adaptable: Create content that can be presented in different ways (for example
simpler layout) without losing information or structure.

Distinguishable: Make it easier for users to see and hear content including
separating foreground from background.

Keyboard Accessible: Make all functionality available from a keyboard.
Enough Time: Provide users enough time to read and use content.
Seizures and Physical Reactions: Do not design content in a way that is known
to cause seizures or physical reactions.

Navigable: Provide ways to help users navigate, find content, and determine
where they are.

Input Modalities: Make it easier for users to operate functionality through
various inputs beyond keyboard.

Readable: Make text content readable and understandable.

Predictable: Make Web pages appear and operate in predictable ways.
Input Assistance: Help users avoid and correct mistakes.

Compatible: Maximize compatibility with current and future user agents,
including assistive technologies.


https://www.w3.org/TR/WCAG21/
https://www.w3.org/WAI/WCAG21/quickref/

The Citizen Portal needs to follow those guides and standards to be inclusive, especially for
those with disabilities or to those who may be unfamiliar with the English language by following
the W3C recommendations, Section 508, and the Americans with Disabilities Act.

The Citizen Portal should automatically check of accessibility of each participating service prior
to each deployment to production. This automatic check should be completed by a consistent
quality assurance team using automation tools such as Selenium’s AxeCore.

Each state website and application tied to the Citizen Portal should be validated based on the
current Web Content Accessibility Guidelines (WCAG) version 2.1.

Further validation services from WebAIM such as their extensions for Chrome and Firefox
should be utilized by each system’s front-end developers and the respective Quality Assurance
team.

Compliance with forward compatibility helps to ensure that sites work properly across multiple
browsers, platforms, and Internet devices. Standards-compliant sites generally require less
production and maintenance resources and are more accessible to those with special needs. As
a result, standards-compliant pages readily adhere to Section 508 requirements for
accessibility.

The Citizen Portal Quality Assurance team will need to test code for a variety of user
experiences in addition to browser compatibility, 508 compliance, and mobile compatibility. The
508 Accessibility Standards tests are completed using independent accessibility audit tools
including: WebAim and Functional Accessibility Evaluator 2.0.

The Citizen Portal should abide by the following guiding principles when redesigning Utah’s user
interface for the portal system:

User Focus: The citizen user as an owner of government, not just a customer of its
services, is the first consideration when designing and implementing the portal. It is
impossible to engineer an effective government web portal without considering the individual
user. Likewise, business users have special needs in accessing government information and
are often the most frequent consumers of online services. These user groups and other
special user groups must all be considered when redesigning the portal.

Usability: Information posted on a website serves no purpose if users cannot find it.
Focusing on how users interact with a website and discovering what information is most
commonly sought should drive the creation of an appropriate and effective information
architecture and navigation scheme. In particular, we focus on categorizing information in a
logical manner that does not force citizen users or businesses to understand the intricacies
of government. The objective of a highly usable state portal is to demystify the levels and



classifications of government and provide multiple ways to easily access important
information.

Accessibility: Accessible sites have a user interface that takes into account the needs of
users with disabilities. Accessibility is by definition a category of usability—when the user
interface is accessible to those with disabilities, it is also more usable for everyone.

Consistency: The portal will be implemented with consistent navigation and layout
elements to promote an intuitive and seamless user experience. Consistency is core to
usability and is also essential for site recognition and brand awareness.

Cutting Edge Technology: As user experience design technology evolves, so must the
portal. Utah Interactive staff is skilled in understanding and implementing the latest
technology to deliver a portal that meets or exceeds the latest trends in design and
architecture, including web features, mobile interfaces, voice activated digital assistants, and
the Internet of Things.

Health and Social Services

The first section of the Citizen Portal legislation requires that the Citizen Portal provide access
to and apply for health and social services including:

o medical and support programs including:

m Medicaid;
Children's Health Insurance Program (C
Children's Health Insurance Act;
Primary Care Network
Women, Infants, and Children program (WIC)
Birth or death certificate

o O O O O

Many of these services fall under the medicare and medicaid programs except for birth and
death certificates which are managed by the Utah Department of Health.

Medical Assistance Programs

Medical assistance is available to U.S. citizens and resident aliens who meet Utah residency
and specific non-financial and financial criteria. These programs are Medicaid, Medicare and
other medical assistance program.

Most of these 37 assistance programs currently have an online process that has already been
centralized with a custom solution built by the state called MyCase. The state has already put
significant funding over multiple years into the MyCase system to handle the complexities of
these medical assistance programs.



Medicaid is a state/federal program that pays for medical services for low-income pregnant
women, children, individuals who are elderly or have a disability, parents, and women with
breast or cervical cancer. To qualify, these individuals must meet eligibility requirements.
Participants must meet a program type and meet the rules for Utah residency, income, and
citizenship. An individual must qualify each month for continued coverage.

In State Fiscal Year 2017 there were 308,701 individuals participating in Medicaid each month
(member months) in Utah with more than half of them being children 193,749.

Percent of Medicaid Enrollees by Category of Assistance
SFY 2017

PCH

Children 4.9%

62.8%

Pregnant Womaen
1.1%

| —————_  The Elderly
; [Ages 65+)

3.9%

“‘N\‘_ Visually Impaired

and People with

Disabilities
\ Adult (Ages 19-64)

15.0%
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Traditional Medicaid:
Members eligible for Traditional Medicaid includes:
2/ Children
3/ Pregnant Women
4/ Aged, Blind or Disabled Adults
5/ Women eligible under the Cancer Program



Some services are available only to children and to pregnant women under Traditional
Medicaid. If a parent is a minor child and is the head-of-household on Family Medicaid, the
minor parent will be covered by Traditional Medicaid.

Non-Traditional Medicaid:

Members eligible for Non-Traditional Medicaid includes:

2/ Adults on Family Medicaid programs (adults with dependent children)
3/ Adult care-taker relatives on Family Medicaid

Services are based on the program type a person is eligible to receive.

Medicare is a federal program that provides health coverage if you are 65+ or under 65 and
have a disability, no matter your income. In 2018 there were 389,765 people in Utah registered

participating with Medicare out of the 3.1 million residents making up 13% of the population.
https://www.kff.org/medicare/state-indicator/total-medicare-beneficiaries/?currentTimeframe=0&sortModel=%7B%22colld%22:%22L
ocation%22,%22s0rt%22:%22asc%22%7D

CHIP had 18,881 people enrolled in SFY 2017.

Applications for medicaid vary by program and sometimes are filed out by the recipient and
other times are filed out by a caregiver. Some programs are for short term assistance while
others provide for decades of care.

The Citizen Portal will allow for the Department of Health to define the steps in each application
process, indicate if those steps are performed online or offline. As the user progresses through
the application processes, the Citizen Portal will provide them with updates as to what step has
been completed along with information about the upcoming steps from articles recorded in the
knowledge base.


https://www.kff.org/medicare/state-indicator/total-medicare-beneficiaries/?currentTimeframe=0&sortModel=%7B%22colId%22:%22Location%22,%22sort%22:%22asc%22%7D
https://www.kff.org/medicare/state-indicator/total-medicare-beneficiaries/?currentTimeframe=0&sortModel=%7B%22colId%22:%22Location%22,%22sort%22:%22asc%22%7D

Citizen Center

Your single source for citizen services in Utah

 Health and Social (]

Apply for the following Medical Assistance Programs by using myCase
CHIP - Children's Health Insurance Program
UPP - Utah's Premium Partnership for Health Insurance,
BYB - Baby Your Baby
HPE - Hospital Presumptive Eligibility
Private Health Insurance
Medicaid Expansion,
Women Infant & Children (WIC)

You can get help from your state paying your Medicare premiums. In some cases, Medicare
Savings Programs may also pay Medicare Part A (Hospital Insurance) and Medicare Part B
(Medical Insurance) deductibles, coinsurance, and copayments if you meet certain
conditions. These conditions are listed below under "How do | apply for Medicare Savings
Programs?"

» Qualified Medicare Beneficiary (QMB) Program

}» Specified Low-Income Medicare Beneficiary (SLMB) Program

» Qualifying Individual (Ql) Program

p Qualified Disabled and Working Individuals (QDWI) Program

k. a

Request a Birth Certificate Request a Death Certificate

LS
—

oo

Request a Marriage Certificate Request a Divorce Certificate




The following 33 Medicaid programs provided by Utah will need to be included in the Citizen

Portal:

N -

Parent/Caretaker Relative Medicaid
Family Medically Needy Medicaid
12 Month Transitional Medicaid
Pregnant Woman

Medically Needy Pregnant Woman
Child Under Age 1

Child Age 0-5

Child Age 6-18

Child Medically Needy

Refugee Medical Assistance

Breast and Cervical Cancer Medicaid
Program

Foster Care Medicaid (Title IV-E)
Foster Care Medicaid (Non IV-E)

Former Foster Care Individuals (Non
IV-E) and Foster Care Independent
Living

Custody Medical Care (MI-706)
Subsidized Adoptions

Baby Your Baby

Children’s Health Insurance Program
(CHIP)

WIC
PCN (Primary Care Network)

Utah’s Premium Partnership for Health
Insurance (UPP)

Aged, Blind, Disabled Medical

Medicaid Work Incentive (MWI)
Program

Emergency Medicaid

Pjj dhe>\WDekj <P pZ SE<HI >
Pjj dhe>\WDhekj <P ppZ sEl >
Pjjdhe>\\MDekj <P pZ SEH >
Pjjdhe>\WDekj <PQ pZ SE<HI >
Pjjdhe>\WDekj <PQ pZ sSE<I >
Pjjdhe>\Moekj<Ped pZ SEH >
Pjj dhe>>\\MDekj <PQ ppZ sSE<HI >
Pjjdhe>\\MDekj <P pZ SEH >
Pjj dhe>\WDekj <PQ pZ SE<HI >
Pjj dhe>\WDhekj <P ppZ sEl >

B jdhe>\WDrekj <PeQ ppZ SE<Hl >
B jdbe>\Mekj<PeQ pZ SE<hl >
B j dhes>\Mekj<PeQ pZ SEH >

Pjj dhe>\WDhekj <P ppZ sEhl >
Pjjdhe>\\MDekj <P pZ SEH >
Bjjdhe>\Mekj<PQ pZ skl >
Pjjdhe>\WDekj <PeQ pZ sSE<I >

B jdbe>\Mekj <PeQ pZ SE<hl >
call the nearest WIC clinic
B jdbe>\Mekj <PeQ pZ SE<hl >

B jdhe>>\WDrekj <PeQ pp Z SE<Hl >

B jdbe>\Mekj<PeQ ppZ SE<hl >

B jdbe>\Mekj <PeQ ppZ SE<hl >

Bjjdhe>>\WDekj <Pd ppZ sSEH >



https://jobs.utah.gov/mycase/
https://jobs.utah.gov/mycase/
https://jobs.utah.gov/mycase/
https://jobs.utah.gov/mycase/
https://jobs.utah.gov/mycase/
https://jobs.utah.gov/mycase/
https://jobs.utah.gov/mycase/
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Medicare Cost Sharing Programs
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Many of these programs provide benefits directly for the person apply while the rest of the
programs provide benefits for minors that may or may to be related to the person applying for
the benefits. The Citizen Portal will need to allow for notifications and status updates to be
provided about children to adults that may be a foster care giver or distant relative and have
temporary custody.

The Citizen Portal will need to accommodate an adult applicant with multiple children (related
and unrelated) that qualify for the different programs that may or may not live with them. Care
must be taken to organize this complex information when it is displayed to the citizen.

Some services are a temporary measure while the applicant is applying for other services such
as Baby Your Baby which lasts less than two months and should transition into regular
Medicaid.



